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Veeam Cloud Connect Secure

Key Features

N4Backup - Veeam Cloud Connect Secure

Offsite immutable storage of your Veeam Backups

Disruption of backup integrity though accidental

or malicious activity is a major concern for any
organisation utilising an offsite backup service. The
N4Backup Cloud Connect Secure solution ensures
that backup data cannot be changed or deleted

by anybody, for any reason and for the required
retention period. Protect your business against
cybercrime or accidental deletion with Cloud
Connect Secure.

Cloud Connect Secure is a service enhancement to Node4’s
existing Cloud Connect service providing an additional layer
of security through use of an immutable storage repository.

Based on enterprise grade technologies, Cloud Connect
Secure provides a flexible, resilient, and scalable solution.
It’s ideal for companies who want the peace of mind that
comes from offsite backup copies without making significant
capital investment or dealing with the punitive network
costs associated with public cloud service providers.

The solution is based on an OPEX pricing model according
to the number of virtual machines or agents you are
protecting and the amount of space you require, making it
easy to forecast your IT budget. The quota of storage and
virtual machines can easily be adjusted, allowing the cost to
respond to changes in your environment.

Appropriate licencing and storage are required to run

the service. Rental licenses for Veeam products may be
purchased from Node4 but this is not a requirement - you
may purchase your Veeam licenses from any source.

Cloud Connect Secure is a bulk storage service offered in
units of 1TB of immutable storage. Customers ordering the
service will be provided with a login and URL of the gateway
which is accessed via the Internet.

As a Platinum level Veeam Cloud Service Provider (VCSP),
Node4 offers secure, off-site cloud-based storage for
customers utilising Veeam on premise to protect their
existing VMware, Hyper-V environment and Nutanix
environments.

Our Cloud Connect Secure solution also supports Veeam
Agent technology, ensuring that Node4 can offer the same
secure, immutable, cloud-based storage to physical servers
or workstations.

You can also expect a swift service setup with minimal
configuration required, allowing you to continue protecting
your data without disruption. You can restore from your
local backup storage in normal circumstances for maximum
restore speed. Backups are performed using copy jobs,
meaning that the transmission of data does not delay your
backups.

With 24x7x365 support from our expert engineers, our
Veeam Cloud Connect platform is designed for continuous
service availability.

Key Benefits

Save time and money

v Simplify an offsite backup strategy by
integrating with Veeam Backup & Replication
or Veeam Agents for servers / workstations.

Flexibility
v Choose the type of Cloud Connect service
that best suits the needs of your business.

Security

~/ Your data is sent securely over the Internet
without the need for a VPN or complex firewall
rules.

Peace of mind
s/ Know that a copy of your business-critical data
is held in enterprise grade Data Centres.

Non-disruptive

Add offsite backups to your existing Veeam
v platform without the need for major

reconfiguration or disruption. Continue to

benefit from all of the functionality you use in

Veeam.

For more information on Backup Services or other products and services we offer please call our Sales Team today on 0845

123 2222 or email us at info@node4.co.uk
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Pre-built offsite storage platform
Avoid the need to design and build hardware at a second site to
store your Veeam backups.

Avoid the complexity of networking setup

As N4Backup Veeam Cloud Connect works over the Internet, there
is no need to undertake a complex networking project to work out
how to connect your primary and offsite backups together.

Lower management cost
We are able to achieve economies of scale by operating one multi-
tenant platform supporting many customers.

Control your costs
The storage quota makes monthly costs predictable. Scale up and
down as required.

Easy growth
Pay only for what you store with our cloud backup, keeping costs
low and flexibility high.

Enterprise grade firewalling
Our backup platform is protected by enterprise grade, high
throughput firewall technology, meaning your data is safe.

Secure data centres
Our service is delivered from our state of the art UK data centres
which operate the highest level of physical security.

Storage

Our storage platforms are based on enterprise class technology
exclusively ensuring secure, highly-availability bulk capacity for
customer data.

Use your existing platform

Use your existing backup without the need to reconfigure or
change technology, whilst benefiting from Node4 holding an
offsite copy of your data.

No need for cloud migration
Continue to use your existing on-site virtualisation platform,
whether that may be on your premises or in colocation.

Backup copy jobs

Data is first backed up to your local primary storage. A backup
copy job is used to send the data to us which can run without
impact on your production infrastructure and run continually
through a lower bandwidth Internet connection.

No additional requirements

If you are running Veeam Backup and Replication or Agents and
already own a license for your Veeam platform(s), you can use the
service.

WAN acceleration

If you have a Veeam license that includes Veeam’s WAN
acceleration capabilities, then this can be used to reduce
bandwidth utilisation.

Veeam Partner

Node4 is recognised as a Veeam Platinum Partner and utilises
Veeam Backup and Replication as the core product backing up our
cloud infrastructure.

Operations

Node4 holds ISO 27001 and ISO9001 certification and is aligned
to the ISO 20000 Service Delivery model, showing that our
processes and procedures comply with the highest standards of
protection, integrity, and security of customer data.

Expert engineers

Our service is provided with 24x7x365 support from our expert
engineers, who always keep the production and backup platforms
healthy and operational.
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